INCIDENT RESPONSE PROCESS

(for viruses, see Virus Response Process)

OBJECTIVE: Achieve high effectiveness and efficiency in incident response, and
enlighten all affected parties to enable better risk mitigation.

USER / SYS ADMIN (1) *
RESPONSIBILITIES

Suspicion that |®

something is amiss

.

Investigate briefly
(60 minutes max)

Suspicion
confirmed or 4)
indeterminate

Implement automatic
response actions

l

Confer with NOC,
Host OPS, ENG,
Boeing IT Security &
NASA IT Engineering

‘ Start event log ‘(7)

Take snapshot
of pertinent files
(30 minutes max)

!

‘ Identify risk

l

Confer with NOC,
Host OPS, ENG &
Boeing IT Security

!

Implement
response plan™*

!

Monitor and
study situation

SAIC IT SECURITY
RESPONSIBILITIES

Jointly formulate
initial response plan
(with NOC/OPS/ENG

v

Start event log

|

Confer with NASA
IT Security

|

Notify NASIRC
and NASA IG

l

Jointly tweak
response plan
(with NOC/OPS/ENG

|

Update NASIRC,
NASA IG and
NASA IT Security

NASA IT SECURITY
RESPONSIBILITIES

(13)
v
™
Validate initial
<« *  response plan
(14) Notify NASA CIO-
PAO(Public Affairs
Officer)
Brian Dunbar

v

Notify Customer and
NASA HQ Mgmt

.| Update Customer and

Submit incident
report (NHQ 187)

(15)

NASA HQ Mgmt

* See notes on back

** An initial response plan
should be implemented
within 4 hours of the
initial suspicion
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